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REQUEST FOR QUOTATION

PROVISION OF END-USER TECHNICAL SUPPORT SERVICE FOR CONTINUOUS CONTROLS MONITORING (CCM) 


1. INTRODUCTION

PRASA is a South African state-owned entity under the Ministry of Transport, charged with connecting communities. PRASA provides Metro Rail services and long-distance passenger rail, including bus services and manages a substantive real estate business.

PRASA has established a Group Internal Audit (GIA) function whose role is to provide independent and objective assurance and advisory services to the Audit and Risk Committee of the PRASA Board. The function assists the organisation in accomplishing its objectives by evaluating and improving the effectiveness of risk management, governance and internal control processes.

Given the scale and complexity of PRASA’s operations and the reliance on enterprise and supporting systems to enable key business processes, the organisation generates large volumes of transactional data. To strengthen oversight and enhance its assurance and advisory capabilities, GIA has implemented a Continuous Controls Monitoring (CCM) tool intended to enable automated and real-time monitoring of key controls and transactions to identify control deviations, anomalies, and potential risks in a timely and proactive manner. 

Accordingly, the purpose of the Request for Quotation (RFQ) is to appoint a service provider to provide end-user technical support service for the CCM capability on a rate-based basis for a period of twelve (12) months, as and when required. 

2. BACKGROUND

PRAS’s Group Internal Audit has recently implemented a Continuous Controls Monitoring (CCM) capability to enhance the use of data analytics in providing assurance and advisory services over key business processes and system-based controls. The CCM capability supports the continuous analysis of transactional data to identify potential control deviations, anomalies, and risk indicators that may require further investigations by Internal Audit. Moreover, the CCM capability will ensure that GIA deliver Value-Adding Assurance, Promote Digital Audit Transformation and Maintain high audit quality standards and foster continuous improvement

The objective of the CCM capability is to strengthen oversight over selected high-risk processes by enabling automated control testing and exception monitoring. This approach complements the traditional risk-based internal audit engagements by enabling Internal Audit to identify emerging risks and control weaknesses in a timely manner and expand assurance coverage through the through data-driven techniques.

The current CCM environment is built on a three-layer architecture, comprising data sources, analytics processing and reporting capabilities:
· Data Source Layer: This layer consists primarily of PRAS’s SAP Suite (ECC v12.0) environment, which supports several key modules including Finance (FI), Human Capital Management (HCM), Supply Chain Management (SCM, Real Estate (RE), Plant Maintenance, and Governance, Risk and Compliance (GRC). Certain SAP modules also integrate with other business applications that support operational and financial processes across the organisation. Currently, PRASA runs over 20 applications, most of which are hosted on Oracle and MS SQL.
· Analytics Layer: This layer is supported by the Arbutus Analytics platform, which extracts data from the SAP environment using SAP connectors and performs data processing, transformation, and execution of predefined analytics scripts. Within this layer, continuous monitoring tests are optimized and executed to analyse transactional data and identify control exceptions, anomalies and other risk indicators.
· Visualization and reporting Layer: This layer is enabled through Power BI dashboards, which present the result of CCM analytics in an interactive format. These dashboards allow Internal Audit to monitor control exceptions, analyse trends, and communicate insights to relevant stakeholders and management.

As the CCM capability continues to evolve, PRASA requires specialised technical and analytical support to ensure sustainability, optimisation and ongoing enhancement of the CCM environment. These include maintaining and enhancing analytics routines, supporting data extraction processes, integrating additional data sources where required, and maintaining the reporting and visualisation components of the CCM solution. 

Currently, GIA comprises less than 20 staff complements (including an executive assistant), which is 60% of the approved structure. Notable progress has been made in filling the vacant positions in the approved structure. However, Group Internal Audit still lacks critical skills and expertise in advanced Data Analytics and in the integration of Continuous Control Monitoring dashboards. 

3. GROUP INTERNAL AUDIT MANDATE 
· Delivery Value-Adding Assurance: Provide independent, objective and proactive assurance on the effectiveness of PRASA's operations, risk management, and internal controls.
· Promote Digital Audit Transformation: Drive efficiency through data analytics and audit automation, allowing the GIA to expand its coverage, improve accuracy, and achieve timely risk detection
· Communication: Foster open communication with stakeholders to build trust, ensure alignment with PRASA’s objectives, and deliver impactful and insightful recommendations through timely and accurate reporting
· Capacity Building and Talent Retention Maintained: Develop a skilled, knowledgeable audit team prepared to address emerging risks, regulatory requirements, and technological changes.
· Promote Continuous Improvement and Innovation (QAR): Maintain high audit quality standards and foster continuous improvement
· Ethical Culture: create a culture which is ethical and intolerant of fraud and corruption.

4. RATIONALE FOR CCM USER SUPPORT
· The Group Internal Audit lacks the internal capacity and expertise required to design, optimize, and operationalize a Continuous Control Monitoring framework of the requisite standard. While some foundational data analytics capability exists within the organisation, the technical proficiency needed to architect a comprehensive CCM environment, including the configuration of Arbutus Analytics, automation of scripts, and integration with SAP, Ticketing Systems, and Oracle or MS SQL, is missing. This exposes PRASA to heightened risks of undetected irregularities, weakened audit outcomes, and continued reliance on manual, retrospective control testing that is neither efficient nor effective in the current growing technology and data-driven environment.
· Engaging the external CCM consulting services to support the Group Internal Audits is an operational necessity to ensure the PRASA meets its obligations and its legislative mandate. Engaging a suitably qualified and experienced service provider will accelerate analytics maturity, transfer skills, and build a sustainable, technology-enabled control system. This aligns with PRASA’s goals for better accountability and a strengthened internal controls environment

5. SKILLS GAP ASSESSMENT FOR THE INTERNAL AUDIT FUNCTION 
 
Current State Analysis:
	AREA 
	Current Capability 
	Notes 

	Data Analytics 
	Team has general and limited data analytics knowledge but has virtually no technical skills such as advanced scripting and visualisations and integration. skills. 
	Limited expertise in data analytics, CCM, PowerBI integration. 
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6. SCOPE OF WORK AND MINIMUM REQUIREMENT

6.1 Key Deliverables.

a) Review of the CCM Framework document.
b) End-User technical Support and advanced scripting:
· Provide end-user support and improve the scalability and sustainability of the CCM environment, which will include, but not be limited to, troubleshooting, error decoding, advanced scripting, etc.
· Ensure the CCM environment remains operational and up to date.
· Design and Automation of SAP Real Estate scripts, formulate a report and publish a dashboard.

c) CCM environment optimisation and Advanced scripting:
· Review the current CCM architecture and configuration (i.e. from SAP ECC data sources to Arbutus platform to Power BI)
· Assess the effectiveness of the existing analytics scripts and monitoring rules.
· Identify opportunities to optimise data extraction, analytics performance and dashboard reporting

d) Configuration of Continuous Monitoring Analytics:
· Design and optimise new CCM analytics scripts and control tests within the Arbutus platform
· Enhance or optimise existing analytics routines used for continuous monitoring.
· Implement monitoring control for key risk areas, such as financial transactions, procurement and supply chain activities, payroll and HCM processes, asset management and plant maintenance, and segregation of duties and access controls.

e) Data Extraction and Integration Support:
· Configure and maintain data extraction routines from SAP ECC (Finance, HCM, SCM, RE, PM and GRC), and other key systems that run on SQL and Oracle. 
· Support new and existing SAP/Other connectors used by Arbutus to ensure reliable data extraction.
· Ensure data integrity, completeness and reliability of extracted datasets.

f) Dashboard Optimisation and Reporting:
· Optimise and maintain Power BI dashboards used for CCM monitoring
· Create interactive reports and visualisations that highlight control exceptions, risk indicators, transaction trends, and monitoring results
· Support enhancement to existing dashboards and reporting capabilities.

g) Exception Management and Monitoring Support:
· Assist Internal Audit in configuring exception thresholds and monitoring parameters
· Support the design of automated exception reporting mechanisms.
· Assist with analysis and interpretation of CCM results where required.

h) Documentation and Knowledge transfer:
· Document analytics scripts, monitoring, and data extraction processes
· Provide technical documentation for the CCM architecture and analytics routines
· Conduct knowledge transfer and training sessions for Group Internal Audit personnel on use cases, technical enhancement, and dashboard development. 

6.2 Delivery timelines

The above key deliverables will be implemented as per the timelines outlined below.

	KEY DELIVERABLES
	DESCRIPTION
	TIMELINES

	Review of the CCM Framework document.
	Review and update the existing CCM framework document
	Q1/Q2 (June to August 2026)

	CCM environment assessment and optimisation
	Review the existing CCM architecture (SAP ECC → Arbutus → Power BI) to assess data extraction routines, analytics scripts, and dashboard functionality. Identify gaps, performance issues, and opportunities for optimisation.
	Q1/Q2 (June to August 2026)

	Optimise and enhance Continuous Monitoring Analytics (The service provider should focus on Real Estate as the first priority for Q1(April to June)
	Optimise and enhance analytics scripts, control tests and monitoring, SAP Real Estate.
	Q1/Q2 (June to August 2026)

	Optimise and enhance Continuous Monitoring Analytics
	Optimise and enhance analytics scripts, control tests and monitoring rules for key processes (FI, HCM, SCM, PM, RE, GRC).
	2026/2027

	Data Extraction and Integration Support
	Review and optimise SAP data extraction processes using Arbutus SAP connectors to ensure completeness, accuracy, and reliability of extracted data.
	2026/2027

	Dashboard Optimise and Reporting
	Assess existing Power BI dashboards and enhance visualisation, reporting structure, and exception tracking capabilities.
	2026/2027

	Technical Maintenance and Support
	Provide ongoing technical support and troubleshooting to ensure the CCM environment remains operational and up to date.
	on-going for the duration of 12 months

	Documentation and Knowledge transfer, which outline the following but not limited to: 
· Arbutus Software overview, architecture, and core capabilities
· Application of Arbutus within the CCM framework
· Data analytics workflows and audit use cases
· User roles, access controls, and governance
· Configurations and Reporting, dashboards, and output management
· Operational support and escalation procedures.
	Document the CCM environment including system architecture, data flows, analytics scripts, and reporting processes.
	Ongoing throughout the duration of the contract.




6.3 HIGH LEVEL SCOPE OF WORK
	#
	SCOPE OF WORK
	Resources required 
	Hours
	 HIGH LEVEL AUDIT SCOPE 

	1
	Continuous Controls Monitoring (CCM) support
	1x Data Analyst/Specialist
	1500 
	1. SAP ECC modules and related business processes include:
· SAP FI (Finance)
· SAP HCM (Human Capital Management)
· SAP SCM (Supply Chain Management)
· SAP PM (Plant Maintenance)
· SAP GRC (Governance, Risk & Compliance)
· SAP RE (Real Estate)
2. Integration within supporting systems includes:
· STAR – Bus Revenue -SQL
· ITIX – Fair Revenue. – SQL 
· PiLOG – Rolling Stock
· Non- SAP Core Applications(SQL, Oracle etc).
3. Other supporting business applications integrated with the SAP ECC environment






















QUALIFICATION AND EXPERIENCE 

	#
	Role
	Minimum Required Qualification
	Minimum Experience

	1
	Data Analyst Specialist (CCM Support)
	1) NQF Level 6/7 qualification in Information Systems/Technology, Computer Science, Statistics, Mathematics, Internal Auditing, Accounting or equivalent, and 
2) Professional certification such as Arbutus Certified Data Analyst (ACDA) / ACL Certified / Certified Arbutus Analyst Professional (CAAP) / Power BI scripting.


Attach Copies of the qualifications certified within six months from the date of Quotation Issue.


	3) Minimum 8+ years’ experience as Data Analyst Specialist
4) Demonstrated experience working with Arbutus Analytics and Power BI
5) Experience performing data analytics in audit or continuous monitoring environments.
6) Experience working with SAP data environments.



Attach a comprehensive Curriculum Vitae with contactable references.



· Bidders will be required to provide PRASA with suitably qualified resources within 14 days of receiving a request from PRASA. The resources MUST meet PRASA’s minimum requirements.
· PRASA reserves the right to request a change/replacement of a resource if they do not meet the performance level required by PRASA. Such a change/replacement MUST be affected within 14 days.
· NB: Should there be a change in the resources presented for evaluation it is incumbent upon the service provider to notify and provide PRASA with a replacement resource with the same qualification and experience.

1 
2 
3 


7. [bookmark: _Hlk195088497]EVALUATION CRITERIA

Interested bidders for this project shall be evaluated in terms of their business credentials, technical capacity and experience. The evaluation committee shall use the following Evaluation Criteria depicted in 



Table 1 below is for the selection of the preferred bidder that shall render professional services and construction management work for the project.

	EVALUATION CRITERIA
	WEIGHTING

	Stage 1
	Compliance

	Stage 1A - Mandatory Requirements 
	Refer to Table 2 below

	Stage 1B - Other Mandatory Requirements
	Refer to Table 3 below

	Stage 2 
	Technical/Functionality

	Technical/Functional Requirements
	Threshold of 70%

	Stage 3
	80/20 Preference points system

	Price
	80

	Specific Goals
	20
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Table 1: Evaluation criteria for the selection of a potential bidder

The details of the stages outlined in 



Table 1 above are presented in the following sections below.
5.1. STAGE 1: COMPLIANCE REQUIREMENTS
Bidders must comply with the following requirements and failure to comply will lead to immediate disqualification.

Stage 1A- Mandatory Requirements 

If you do not submit/meet the following mandatory documents/requirements, your bid will be automatically disqualified: 
	No.
	DESCRIPTION OF THE REQUIREMENTS

	A.
	Completion of ALL RFP documentation (includes ALL)

	B
	Signed Joint Venture, Consortium Agreement or Partnering Agreement (whichever is applicable)

	C.
	Bidders are required to submit a consent letter / form signed by the resource whose CV is being submitted. The consent letter must be dated not older than 60 days from the publication date of the RFQ. (sample consent letter provided – annexure A). The CV will not be considered if the signed consent letter is not submitted.

	D.
	For foreign qualifications, kindly provide South African Qualification Authority (SAQA) verifications.


Table 2: Mandatory Requirements

Stage 1B - Other Mandatory Requirements

If you do not submit/meet the following mandatory documents/requirements, PRASA may request the bidder to submit the information within five (5) working days. Should this information not be provided, your bid proposal will be disqualified.

	No.
	DESCRIPTION OF REQUIREMENT

	a)
	Valid SARS Pin

	b)
	CSD supplier registration number

	c)
	Proof of office locations, such as a Municipal Services Account or Lease Agreement.  


Table 3: Other Mandatory Requirements

5.2. STAGE 2: TECHNICAL / FUNCTIONALITY REQUIREMENTS

[bookmark: _Hlk44354819]Qualifying bidders shall then be evaluated on functionality after meeting all compliance requirements outlined above. The minimum threshold for the technical/functionality requirements is 70% as per the standard Evaluation Criteria presented in 



Table 1 above. Bidders who score below this minimum requirement shall not be considered for further evaluation in stage 3.

Functional Evaluation Criteria

Bidders are evaluated based on the functional criteria set out in this RFQ. Only those Bidders which score [70] points or higher (out of a possible 100) during the functional evaluation will be evaluated during the second stage of the Bid.

Details of the scoring methodology presented above are outlined below:

Functionality Evaluation Matrix & Criteria:
Details of the detailed scoring methodology are presented below:
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FUNCTIONALITY EVALUATION FOR – GENERAL INTERNAL AUDIT SERVICES

	No
	CRITERIA
	WIEGHT
	SCORES DESCRIPTION AND ALLOCATION

	1
	COMPANY EXPERIENCE
It is expected that the bidder submit signed positive reference letters for similar work undertaken in the last 5 years from the date of Quotation Issue. The reference letters must include the contact person’s details (e.g., email, contactable number), the nature of the service/project performed, and the date or period during which the work was performed. Reference letters must be on the letterheads of the company providing the reference.
	50
	Three or more reference letters (no older than 5 years) demonstrating experience in Continuous Control Monitoring.
5 Points

	
	
	
	Two reference letters (not older than 5 years) demonstrating experience in Continuous Control Monitoring.
3 Points

	
	
	
	One Reference letter (not older than 5 years) demonstrating experience in Continuous Control Monitoring.
1 Points

	
	
	
	No relevant reference letter/s submitted.

0 Points.


	


	
	QUALIFICATION AND EXPERIENCE:
Detailed Curriculum Vitae with qualifications and clearly outlining the years of experience relevant to the bid requirements and contactable references.


Copies of the qualifications certified within six months from the date of Quotation Issue.

	25
	1x Data Analytics Specialist

1) NQF Level 6/7 or higher in Information Systems or Information Technology or Computer Science or Statistics or Mathematics or Internal Auditing or Accounting or equivalent, 
and 
a Professional certification such as Arbutus Certified Data Analyst (ACDA) or ACL Certified or Certified Arbutus Analyst Professional (CAAP), 
and 
8+ years’ experience in Arbutus Analytics and Power BI Integration (5 Points)


	
	
	
	2) NQF Level 6/7 or higher in Information Systems or Information Technology or Computer Science or Statistics or Mathematics or Internal Auditing or Accounting or equivalent 
and 
a Professional certification such as Arbutus Certified Data Analyst (ACDA) or ACL Certified or Certified Arbutus Analyst Professional (CAAP), 
and 
6+ years’ experience in Arbutus Analytics and Power BI Integration (3 Points)


	
	
	
	3) If minimum requirements for number 1 and 2 mentioned above are not met (0 Points)


	


	Experience with SAP Data Environments and System integrations

Attach a comprehensive Curriculum Vitae with contactable references.

	25
	1) Demonstrated experience of analysing SAP datasets across multiple modules (i.e., FI, SCM, PM, GRC, PM, RE)
and 
Integrating data from other systems, such as SQL, Oracle, and related databases and applications. (5 Points).
2) If minimum requirements for number 1 mentioned above are not met (0 Points)













5.3. STAGE 3: SPECIFIC GOALS

Bidders should provide their price proposal and proof of Specific Goals in an envelope. 

The following formula shall be used by the Bid Evaluation Committee to allocate scores to the interested bidders:
The maximum points for this quotation are as follows: 
	 SPECIFIC GOALS

	POINTS

	1. 51% Black owned
	10

	2. Black Women Owned
	5

	3. Black Youth Owned
	5

	TOTAL POINTS FOR PRICE AND SPECIFIC GOALS  
	



FORMULAE FOR PROCUREMENT OF GOODS AND SERVICES  
POINTS AWARDED FOR PRICE 

THE 80/20 PREFERENCE POINT SYSTEMS  
A maximum of 80 points is allocated for price on the following basis: 
 	 		80/20 	

[image: ]	
 
Where 
 Ps = Points scored for price of tender under consideration 
 Pt = 	Price of tender under consideration 
 Pmin = Price of lowest acceptable tender 

POINTS AWARDED FOR SPECIFIC GOALS 

In terms of Regulation 4(2); 5(2); 6(2) and 7(2) of the Preferential Procurement Regulations, preference points must be awarded for specific goals stated in the tender. For the purposes of this tender the tenderer will be allocated points based on the goals stated in table 1 below as may be supported by proof/ documentation stated in the conditions of this tender: 

In cases where organs of state intend to use Regulation 3(2) of the Regulations, which states that, if it is unclear whether the 80/20 or 90/10 preference point system applies, an organ of state must, in the tender documents, stipulate in the case of.
(a) an invitation for tender for income-generating contracts, that either the 80/20 or 90/10 preference point system will apply and that the highest acceptable tender will be used to determine the applicable preference point system: or
b) any other invitation for tender, that either the 80/20 or 90/10 preference point system will apply and that the lowest acceptable tender will be used to determine the applicable preference point system, then the organ of state must indicate the points allocated for specific goals for both the 90/10 and 80/20 preference point systems. 

Table 1: Specific goals for the tender and points claimed are indicated per the table below. 

Note to Bidder: The bidder must indicate how they claim points for each preference point system.)  
	The specific goals allocated points in terms of this tender
	Number of points
allocated
(80/20 system)
(To be completed by the organ of state)
	Number of points claimed
(90/10 system)
(To be completed by the tenderer)
	Number of points claimed (80/20 system)
(To be completed by the tenderer)

	Black owned 51%
Evidence: CIPC Documents / B-BBEE Certificate / Affidavit

	10
	
	

	Black Women Owned
Evidence: Certified copy of Document of the owners

	5
	
	

	Black Youth Owned
Evidence: Certified copy of Document of the owners
	5
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ANNEXURE A: TEMPLATE FOR CONSENT LETTER 


Dear Sir/Madam


Permission letter to submit my CV for (insert role) position


I …………….(full names), ID Number	gives (bidder company name) the right to use my
Curriculum Vitae for submission at PRASA for RFQ for (insert role) RFQ (insert RFQ number).


Kind regards


(signature)	
Mr/Ms xxxxxxxxxxxx


Date: xxxxxx
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