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Terms of Reference
Support and Maintenance of Security Systems (Access Control and CCTV) at Human Sciences Research Council offices

1. Background

The Human Science Research Council (HSRC) in the Pretoria office is currently using IQTech Access Manager V4.9.9.1  access control system and Hikvision (AcuSense) CCTV. The system was  installed in 2023. There are currently 27 Access Control devices and 57 CCTV cameras. 

The hereby wishes to appoint a compliant and suitably qualified service provider to maintain, service and install access control and CCTV (where applicable for a period of 12 months. 

As stated above the system is existing and therefor there  will be a need for replacement of some of the equipment should such equipment become obsolete. Service provider is also required to provide warrantees for replaced equipment.

The experienced service provider should have done installation of CCTV and Access Control Systems at commercial buildings e.g. reputable Corporate business  and Industrial setup. 


1. Deliverables

Quarterly Services
 
1. Access control: Doors and devices
1. All junction boxes are not broken and are secure;
1. All channel/conduit is secure and show no signs of breakage/damage;
1. Door opens and closes freely without touching side doors/frames;
1. Ensure door closes without banging/slamming;
1. Check on card swipe that door opens and LED colour is correct;
1. Check that maglock is mounted securely;
1. Check that maglock is secure when locked ( i.e. no cables can be cut to open lock);
1. Check that strike plate is mounted securely;
1. Check that maglock degausses properly;
1. Check that override key is working properly;
1. Check that emergency break glass unit is working properly;
1. Test power supply battery on load;
1. Clean access control readers, maglock and Break glass Unit;

1. Access control Boom Barriers 
1. All channel/conduit is secure and show no signs of breakage/damage;
1. Check on card swipe that boom opens and LED colour is correct;
1. Check that Boom closes level with no reverse movements at the start and end of the open/close operation;
1. Check that Boom operates freely without hitting any obstacles;
1. Check that Boom enclosure is securely mounted;
1. Check that safety beams or vehicle presence loops are working correctly;
1. Check that PLC is working and that booms are interlocking;
1. Check that during a power failure boom can be operated manually;
1. Clean boom poles and pedestals;
1. All junction boxes are not broken and are secure;

1. Access control: Roller shutter
1. All junction boxes are not broken and are secure;
1. All channel/conduit is secure and show no signs of breakage/damage;
1. Door opens and closes freely without touching side frames etc.;
1. Check that safety beams or vehicle presence loops are working correctly;
1. Check that during a power failure roller shutter can be operated manually;

1. Access control: Turnstiles
1. All junction boxes are not broken and are secure;
1. All channel/conduit is secure and show no signs of breakage/damage;
1. Check on card swipe that turnstile opens and LED colour is correct;
1. Check that turnstile does not bang or shake at the end of a revolution which could break the glass;
1. Check that Mechanical mechanism operates smoothly and correctly;
1. Check that during a power failure turnstile can be operated manually;
1. Clean turnstile arms, glass and reader poles;

1. Maintenance of Turnstiles and other barriers should include 
1. All junction boxes are not broken and are secure;
1. All channel/conduit is secure and show no signs of breakage/damage;
1. Check on card swipe that gate opens in the correct direction and LED colour is correct;
1. Check that gate operates freely without hitting any obstacles;
1. Check that gate enclosure is securely mounted;
1. Check that during a power failure gate can be operated manually;
1. Clean gate glass, frame and pedestal;

1. IQTech Access Manager V4.9.9.1  access control system 

1. Check that daily backups have been taking place;
1. Check reports for any timeouts or network problems;
1. Check firebird database size, compress and archive if more than 2gb;
1. Take offsite backups;
1. Check for virus and ensure antivirus software is up to date;
1. Check free space on hard drive is sufficient for a further 3 months of operation;
1. Check PC/server rack fans are operational;
1. Check room temperature.

1. Access control monthly reports
Reports on the access control maintenance should be submitted on monthly bases during a monthly meeting with service provider management and HSRC Security department.

Service report should include
1. Date/s of service (start and end)
1. Site name
1. Name/s of Technician/s  who conducted the service
1. Problems and systems defects found during the maintenance (full description of problem/s and work done)
1. Callouts during maintenance period (full description of problem, work done, time to respond and time to resolve)
1. Outstanding calls or repairs from previous period
1. Upgrades during maintenance period 
1. Proactive support provided
1. Callouts for regional offices
1. List of all new hardware used and their serial numbers
1. List of all old hardware replaced and their serial numbers

1. Maintenance of CCTV Cameras should include 
1. All junction boxes are not broken and are secure
1. All channel/conduit is secure and show no signs of breakage/damage.
1. Ensure that operational requirements of all cameras are correct (monitor, detect, recognise and identify)
1. Camera is mounted securely
1. Identification label at camera and DVR/NVR end is attached and correct
1. Check focal point is correct
1. Check and adjust focus as need be
1. Check lighting is sufficient
1. Check for obstructions in field of view
1. Check camera setting is correct
1. Test power supply at camera and ensure it is within specifications
1. Test low light Lux level and ensure it is within specifications
1. Clean CCTV camera and housing

Maintenance of CCTV DVR/NVR
1. All cables are not broken and are secure
1. Check RG59 crimp is correctly installed and secure
1. Identification label at camera and DVR/NVR end is attached and correct
1. Ensure DVR/NVR is recording and playback is available
1. Check that DVR/NVR is recording efficiently and has footage for at least 6 months.
1. Check quality of DVR/NVR recording
1. Ensure that operational requirements of all cameras are correct (monitor, detect, recognise and identify)
1. Ensure date and time on DVR/NVR is correct
1. Ensure 1v peak to peak from DVR/NVR to camera.
1. Check DVR/NVR/server rack fans are operational.
1. Check all monitors are operational and displaying the correct picture
1. Ensure monitor colour is configured correctly
1. Clean all monitors
1. Turnstiles are functioning properly


Once Off installation.

Reinstall and integration of the existing access control system on 
1. 13th floor
1. 11th floor
1. 10th floor
1. Library inner door


1.  MANDATORY CRITERIA

4. PHYSICAL COMPULSORY SITE VISIT/BRIEFING SESSION
The Physical Site Visit / Briefing Session is a compulsory part of the acquisition process for all participating Service Providers. Non-attendance thereof will automatically disqualify any prospective bidder. Signing of attendance Register of the compulsory briefing session held at HSRC Pretoria office. 
4. OEM CERTIFICATION
Since the services required include provision of both hardware and software, the bidders need to be accredited both by the original equipment manufacturer (OEM) and original software manufacturer (OSM) of their proposed solution. Bidders must provide two (2) certificates. If the OEM and OSM are the same, there accreditation certificate should clearly indicate that. Proof of compliance to (b): Bidders must provide OEM letters/valid certification for integrated solutions with more than one (01) product/ brand, each product/ brand must be accompanied by its original manufacturer’s certificate/ letter 
4.  PSIRA REGISTRATION
Bidders (Company) are required to be registered with Private Security Industry Regulatory Authority (PSIRA). Proof of compliance to (c): A valid PSIRA certificate must be submitted as evidence of registration
4. CIDB
Bidders are required to submit a valid 1EB registration (electrical engineering)- submit a Valid proof.
5.5	The Bidder’s proposal should cover the following elements with all aspects of the bid clearly articulated in terms of solution delivery for both the modern security systems for access control and CCTV.  
0. Access Control
0. CCTV
0. Central Management and Monitoring
0. Installation.
0. Support and  maintenance




FUNCTIONAL EVALUATION CRITERIA
Only bid submissions that have met the requirements of the set mandatory criteria will be considered for functional evaluation. Bids submitted will be evaluated on technical functionality criteria out of a maximum of 100 points. A threshold of 70 out of the 100 points has been set.

	FUNCTIONAL / TECHNICAL CRITERIA WEIGHING

	Category 
	Description
	Score

	1. Solution Proposal Compliance
	The Bidder’s proposal should cover the following elements with all aspects of the bid clearly articulated in terms of solution delivery for both the modern security systems for access control and CCTV. (50 points): 
0. Access Control
0. CCTV
0. Central Management and Monitoring
0. Installation (as and when required)
0. Support and  maintenance
Excellent (36- 50 points)
Good 21-35 points)
Fair (1-20 points)
Poor (0 points)
	50

	1. Experience & Reference Letters
	Bidders are required to provide contactable reference letters on supplying, commissioning and implementing ICT solutions which includes: 
1. Hardware installations, repairs, upgrades, replacements and maintenance of CCTV and Access Control Systems
1. Software installations, upgrades and maintenance of CCTV and Access Control  systems.
The reference letters must be for projects implemented within the last five (5) years. The reference letters must be for the bidder’s clients from within the Republic of South Africa (RSA), and must include the below information:
1. Should be on the client’s letterhead, - Indicate period of implementation,
1. Fully signed by the client (authorized personnel),
1. Indicate the description and the nature of services rendered.
Experience
Projects (CCTV and Access Control Maintenance)  completed in the last five years in a Corporate business  and Industrial setup. 
1. 1 project= 1 point
1. 2-4 projects= 5 points
1. 5-7 projects=8 points
1. 8 and more projects=10 points
Reference letters
Points on providing reference letters for installation, support, and maintenance of CCTV and Access Control  systems will be allocated as follows (10 points):
1. Five (05) or more signed reference letters, from different clients = 10 Points
1. Four (04) or more signed reference letters, from different clients = 08 Points
1. Three (03) or more signed reference letters, from different clients = 06 Points
1. Two (02) signed reference letters, from different clients = 04 Points
1. One (01) signed reference letter = 02 Points
1. Non-compliant / no reference letter provided = 0 Points
	20

	1. Project Approach 

	Bidders must provide a detailed project implementation and approach plan in executing the project covering all components of the bid as detailed (20 points)
1. Support
1. Job Cards
1. Maintenance schedules
1. Maintenance and Service (project resources)
The above elements should be clearly articulated in the project approach.
1. Excellent (16- 20 points)
1. Good 10-15 points)
1. Fair (1-9 points)
1. Poor (0 points)
	20

	Project Resources
	Project Lead Team
Experience of the Project Manager in managing similar projects: Resume should clearly indicate the projects, project duration, and names of clients.
1. Above 8 years’ experience in ICT project management = 10 points
1. Above 06 to 08 years’ experience in ICT project management = 08 points 
1. Above 04 to 06 years’ experience in ICT project management = 06 points
1. 02 to 04 years’ experience in ICT project management = 04 points
1. Less than 02 years’ experience in ICT project management = 02 points
1. No experience in ICT project management = 0 points
	10

	MINIMUM THRESHOLD
	70

	TOTAL
	100


Note: Bidders who do not meet the requirements of set functional criteria will be eliminated from further evaluation process.
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Pretoria Office: 	134 Pretorius Street, Pretoria, 0002, South Africa. Private Bag X41, Pretoria, 0001, South Africa.  
Tel: +27 12 302 2000 
Cape Town Office: 	The Yacht Club, 2 Dockrail Road, Foreshore, Cape Town 8001, South Africa. Private Bag X9182, Cape Town, 8000, South Africa.  
Tel: +27 21 466 8000 
Pietermaritzburg Office: 	Old Bus Depot, Mbubu Road, Sweetwaters. PO Box 90, Msunduzi, 3200, South Africa.  
Tel: +27 33 324 5000 
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